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1 Introduction
The classical sccurity requirement of public-key
cncryption schemes is that it providcs privacy of
the encrypted data. Popular formalizations such
as indistinguishability or non-mallcability, undcr
either the chosen-plaintext or the chosen-ciphcrtext
attacks arc directed at capturing vatious data-privacy
requirements.
Bcllarc, Boldyrcva, Desai, and Pointchcval [1]
proposed a new sccurity requircmcnt of encryp
tion schcmos called “$\mathrm{k}\mathrm{c}\mathrm{y}$-privacy” or “anonpity.”
It asks that an encryption schcme provides (in ad-
dition to privacy of the data bcing encrypted) pri-
vacy of the kcy undcr which the encryption was
performed. That is, if an encryption scheme pro-
vidcs the key-privacy, thcn the receiver is anony-
mous ffom the point of view of the adversary.
In addition to the notion of key-privacy, they
provided the RSA-bascd anonymous public-key cn-
cryption scheme, RSA-RAEP, which is a variant
of RSA-OAEP (Bellare and Rogaway [2], $\mathrm{m}_{\dot{\mathrm{u}}}\mathrm{i}\mathrm{s}\mathrm{a}\mathrm{k}\mathrm{i}$ ,
Okamoto, Pointched, and Stem [6] $)$ . Recently,
Hayashi, Okamot$\mathit{0}$ , and Tanaka [8] $\mathrm{p}\mathrm{r}\mathrm{o}\mathrm{p}\mathrm{o}\epsilon \mathrm{c}\mathrm{d}$ the
RSA-based anonymous encryption schcmc by us-
ing the RSACD function. Hayashi and Tanaka [9]
constructcd thc $\mathrm{R}\mathrm{S}\mathrm{A}$-bascd anonymous cncryption
Supported in part by NTT Information Sharing Plat-
form Laboratories and $\mathrm{G}\mathrm{r}\mathrm{a}\mathrm{n}\mathrm{t}-\mathrm{i}\mathrm{n}$-Aid for Scientiflc Re-
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scheme by using the sampling twice techniquc. In [9],
thcy also mentioned the scheme with the cxpand-
ing technique for comparison, however, there is no
security proof.
With rcspcct to the discrete-log based schcmcs,
Bcllarc, Boldyrcva, Dcsai, and Pointcheval [1] proved
that the ElGamal and the $\mathrm{C}\mathrm{r}\mathrm{a}\mathrm{I}\mathrm{n}\mathrm{c}\mathrm{r}$-Shoup cncryp-
tion schemes providc thc anonymity property whcn
all of the users use a common group.
In this paper, we considcr the folowing situa-
tion. In ordcr to send -mails, all mcmbcrs of the
company use thc cncryption scheme which docs
not provide the anonymity property. They con-
sider that -mails sent to the inside of thc company
do not have to be anonymized and it is sufficient to
be encrypted the data. Howover, when $\triangleright \mathrm{m}\mathrm{a}\mathrm{i}\mathrm{l}\S$ arc
sent to the outside of the company, they want to
anonymize them for preventing the cavesdroppcr
on the public nctwork.
A trivial answer for this problem is that all mcm-
bcrs use thc cncryption schcmc with the anonym-
ity property. However, generally speaking, we re-
quire some computational costs to create ciphcr-
texts with thc anonymity propcrty. In fact, the
RSA-basod anonymous encryption schemes pro-
poecd in [1, 8, 9], which arc basd on RSA-OAEP,
are not efficient with respect to the cncryption cost
or the size of ciphcrtcxts, compared with RSA-
OAEP (See Figure 1. Herc, $k,$ $b,$ $k_{1}$ arc security
pararnctcrs and wc assumc that $N$ is uniformly di&
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RSA-OAEP $\mathrm{s}_{\mathrm{R}\mathrm{m}\mathrm{I})}$] $\mathrm{i}\mathrm{n}\mathrm{g}$ Twice f91 RSA-RAEP fll RSACD $\mathrm{f}81$ $\mathrm{E}\mathrm{J}\mathrm{r}\mathrm{D}\mathrm{a}\mathrm{r}\mathrm{r}\mathrm{d}\mathrm{i}\mathrm{n}\alpha$
anonymity No Ycs Yes Yes Yes
$\#$ of $\mathrm{m}\mathrm{o}\mathrm{d}$ . ( $\}\mathrm{x}\mathrm{p}$. to encrypt 1/1 2/2 $1.5/k_{1}$ 1.5/2 1/1(average $/\mathrm{w}\mathrm{o}\mathrm{r}8\mathrm{t}$ )
$\#$ of random bits to encrypt $2h+k+3$ $k_{0}+160$
$k_{0}$ $1_{\mathrm{J}}.\ulcorner k_{0}/k_{1}k_{0}$ $1_{\iota}^{r_{)}}.k_{0}/1_{\iota 1}^{r}.k_{0}$
$(\mathrm{a}\mathrm{v}\mathrm{c}\mathrm{r}\mathrm{a}\mathrm{g}\mathrm{c}/\mathrm{w}\mathrm{o}\mathrm{r}s\mathrm{t})$ $/2k_{0}+k+3$ $/k_{0}+160$
size of ciohertcxts $k$ $k$ $k$ $k$ $k+160$
Figurc 1: The costs of the cncryption schcmcs.
tributod in $(2^{k-1},2^{k}).)$ . Sincc thc mcmbcrs do not
requirc to anonymmizc the $\triangleright \mathrm{m}\mathrm{a}\mathrm{i}\mathrm{l}\epsilon$ , it would bc bct-
ter to use the standard cncryption schcmc within
thc company.
Wc proposc another way to solve this. Consider
the situation that not only thc pcrson who made
the ciphertexts, but also anyonc can transform thc
cncrypt\’e data to thosc with thc anonymity prop.
erty without dccrypting these cncrypted data. If
we have this situation, we can make an $\triangleright \mathrm{m}\mathrm{a}\mathrm{i}\mathrm{l}$
gatcway which can transform cncryptcd -mails to
thosc with thc anonymmity propcrty without using
thc corresponding secret key when they are sent
to thc outsidc of thc company.
Rrthormorc, we can use this email gateway in
ordcr to guarantcc thc anonymity propcrty for $\triangleright$
mails scnt to thc outside of the company. The
president of the company may considcr that all $\triangleright$
mails scnt to thc outsidc of thc company should be
anonymizcd. In this casc, cvcn if someonc tries to
send -mails to thc outsidc of thc company without
anonymization, thc $\triangleright \mathrm{m}\mathrm{a}\mathrm{i}\mathrm{k}$ passing through thc $\triangleright$
mail gatcway arc always anonymmizcd.
In this papcr, in ordcr to formalizc this idca,
we propose a spccial typc of public-kcy cncryption
schcmc callcd a universally anonymizable public-
key encryption scheme. A universally anonymiz-
able public-kcy encryption schcme consists of a
standard public-key encryption schcmc PS and
two additional algorithms, that is, an anonymmiz-
ing algorithm $\mathcal{U}A$ and a dccryption algorithm $DA$
for anonymizcd ciphcrtcxts. We can use PS as
a standard cncryption achemc which is not ncc-
cssary to have the anonymity propcrty. Furthcr-
morc, in this scheme, by using thc anonymizing
algorithm $\mathcal{U}A$ , anyonc who has a standard ciphcr-
text can anonymizc it with its public kcy whencver
she wants to do that. Thc rcccivcr can dccrypt thc
$\mathrm{a}\mathrm{n}\mathrm{o}n\mathrm{y}\mathrm{m}\mathrm{i}\mathrm{z}\alpha 1$ ciphertext by using thc dccryption al-
gorithm $DA$ for anonymizod ciphcrtcxts. Thcn,
the advcrsary cannot know under which key the
anonymizcd ciphcrtcxt was creatcd.
To formalize the security propcrties for univcr-
saUy anonymizable public-kcy cncryption, wc de
fine thrcc rcquirements, thc data-privacy on stan-
dard ciphertorcts, that on anonymmizcd ciphertexts,
and thc kcy-privacy.
Wc thcn proposc thc univcrsally anonymizable
public-kcy cncryption schcmes bascd on the El-
Gamal encryption scheme, the Cramer-Shoup en-
cryption scheme, and RSA-OAEP, and prove their
sccurity.
Wc show thc $\mathrm{k}\mathrm{c}\mathrm{y}$-privacy propcrty ofour schcmes
by applying an argumcnt in [1] with modification.
The argumcnt in [1] for thc $\mathrm{d}\mathrm{i}\mathrm{s}\mathrm{c}\mathrm{r}\mathrm{e}\mathrm{t}\triangleright\log$based schemc
dcpcnds hcavily on the situation where all of the
uscrs cmploy a common group. Howcver, in our
diecrete-log based schemes, we do not use the com-
mon group for obtaining the $\mathrm{k}\mathrm{c}\mathrm{y}$-privacy property.
Thcrcfore, we cannot straightforwardly apply their
argumcnt to our schcmes. To prove thc kcy-privacy
property of our schemes, we employ the idea de-
scribed in [4] by Cramer and Shoup, whcre wc cn-
codc thc elemcnts of $QR_{p}$ (a group of quadratic
residuos modulo $p$) where $p=2q+1$ and $p,$ $q$
arc prime to thosc of $\mathrm{Z}_{q}$ . This encoding plays
$an$ important rolc in our schemes. We aiso em-
ploy thc expanding tcchnique. With this tech-
nique, if wc get the ciphertext, we expand it to
the common domain. This technique was pro-
poeed by Dcsmedt [5]. In [7], Galbraith and Mao
used this technique for the undcniablc signaturc
schemc. In [11], Rivest, Shamir, and Tauman also
uscd this tcchniquc for thc ring signature scheme.
Thc organization of this paper is $\mathrm{a}_{*}\mathrm{s}$ follows. In
Scction 2, wc formulate the notion of universally
anonymizablc public-kcy cncryption and its sccu-
rity propcrtics. Wc proposc thc universally anony-
mizable public-key encryption scheme based on the
ElGamal encryption scheme in Section 3, that bascd
on the Cramer-Shoup encryption scheme in Scc-
tion 4, and that based on RSA-OAEP in Section 5.
Duc to lack of spacc, dctails have been omitted
kom this paper. See the full vcrsion [10].
2 Universally Anonymizable Public-
Key Encryption
In this section, wc propose thc definition of uni-
versally anonymizablc public-key encryption schemes
and its security properties.
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2.1 The Deflnition
Wc formalizc thc notion of univcrsally anony-
mizable public-key encryption schemes as follows.
Deflnition 1. A universally anonymizable public-
key encryption scheme $\mathcal{U}A\mathcal{P}\mathcal{E}=((\mathcal{K}, \mathcal{E},\mathcal{D}),\mathcal{U}A, DA)$
consists of a public-key encryption scheme $P\mathcal{E}=$
$(\mathcal{K},\mathcal{E}, \mathcal{D})$ and two other algorithms.
$\bullet$ The key generation algorithm rc is a random-
ized algonthm that takes as rnput a secunty
parameter $k$ and returns a $\mathrm{p}$air $(\mathrm{p}k, \epsilon k)$ of
keys, a public key and a matching secret key.. The encryption algorithm $\mathcal{E}|s$ a randomized
algorithm that takes the public key $pk$ and a
plaintext $m$ and $\mathrm{r}\mathrm{e}$tums a standard cipher-
text $c$ .
$\bullet$ The decryption algorithm $D$ for standard ci-
phertexts is a deterministic algorithm that
takes the secret key $sk$ and a standard cipher-
$t,extc$ and returns the corresponding plaintext
$m$ or a special $symbol\perp to$ indicate that the
standard ciphertext is invalid.
2.2.1 Data-Privacy
We define the security property called $data\cdot p\mathrm{n}va\mathrm{c}y$
of universally anonymizable public-key encryption
schemcs. Thc dcfinition is bascd on thc indis-
tinguishability for standard public-key encryption
schemes.
We can consider two types of data-privacy, that
is, thc $\mathrm{d}\mathrm{a}\mathrm{t}\mathrm{a}_{r}\cdot \mathrm{p}\mathrm{r}\mathrm{i}\mathrm{v}\mathrm{a}\mathrm{c}\mathrm{y}$ on standard ciphertexts and
that on anonymized ciphertexts. We first describc
the dcfinition of the $\mathrm{d}\mathrm{a}\mathrm{t}\mathrm{a}_{\mathrm{r}}\cdot \mathrm{p}\mathrm{r}\mathrm{i}\mathrm{v}\mathrm{a}\mathrm{c}\mathrm{y}$ on standard ci-
phertexts.
Definition 2 (Data-Privacy on Standard Cipher-
texts). Let $b\in\{0,1\}$ and $k\in$ N. Let $A_{\mathrm{c}\mathrm{p}}$. $=$
$(A_{\mathrm{c}\mathrm{p}*}^{1},A_{\mathrm{c}\mathrm{p}*}^{2}),$ $A_{\mathrm{c}\mathrm{c}}$. $=(A_{\mathrm{c}\mathrm{c}*}^{1},A_{\mathrm{c}e}^{2}.)$ be adversaries
that run in two stages and where $A_{\mathrm{c}\mathrm{c}*}$ has ac-
cess to the oracles $D_{*b},(\cdot)_{J}D_{*k_{1}}(\cdot),$ $DA_{\iota k_{0}}(\cdot)$ , and
$DA_{k_{1}}.(\cdot)$ . Note that si is the state information. $It$
contains $pk,$ $m_{0},m_{1}$ , and so on. For atk $\in\{\mathrm{c}\mathrm{p}\mathrm{a}$,
$\mathrm{c}\mathrm{c}\mathrm{a}\}$ , we consider the following expenment:
$\Psi^{\mathrm{e}\mathrm{r}i\mathrm{n}\mathrm{e}\mathrm{n}\mathrm{t}\mathrm{E}\mathrm{x}\mathrm{p}_{\mathcal{U}A\mathcal{P}\overline{\mathcal{E}},A_{\mathrm{t}\mathrm{k}}}^{\mathrm{d}*\mathrm{t}\cdot 8*\mathrm{t}\mathrm{k}-\iota_{(k)}}}$.
$(pk, sk)arrow \mathcal{K}(k);(m_{0},m_{1},\mathrm{s}\dot{|})arrow A_{\mathrm{a}\mathrm{t}\mathrm{k}}^{1}(\mathrm{p}k)$
$carrow \mathcal{E}_{\mathrm{p}k}(m_{b});darrow A_{*\mathrm{t}\mathrm{k}}^{2}$( $c$, si); return $d$
$\bullet$ The $anonymin\dot{n}g$ algorithm $\mathcal{U}A$ is a random-
ized algorethm that takes the public key $pk$
and a standard ciphertexl $c$ and retums an
$anonym|zed$ ciphertext $d$ .
$\bullet$ The decryption algorithm $DA$ for anonymized
ciphertexts is a deterministic algorithm that
takes the secret key $sk$ and an anonymized
cipherlexl $d$ and $re$tu$\mathrm{r}ns$ the corresponding
plaintext $m$ or a special $symbol\perp to$ indicate
that the anonymized ciphertext is invalid.
We require the standard correctness condition. That
$is$, for any $(pk, sk)$ outputted by rc and $m\in \mathcal{M}(pk)$
where $\mathcal{M}(pk)$ denotes the message space of $pk$ ,
$m=D_{k}.(\iota_{k}(m))$ and $m=DA_{k}.(\mathcal{U}A_{pk}(\mathcal{E}_{pk}(m)))$ .
In thc univcrsally anonymizablc public-key en-
cryption scheme, we can use $\mathcal{P}\mathcal{E}=(\mathcal{K}, \mathcal{E},D)$ ae
a standard encryption scheme. Furthermore, in
this scheme, by using thc anonymizing algorithm
$\mathcal{U}A$ , anyone who has a standard ciphertcxt can
anonymizc it whcncver shc wants to do that. The
rcccivcr can decrypt thc anonymized ciphertext
by using the decryption algorithm $\prime DA$ for anony-
niz\’e ciphcrtcxts.
2.2 Security Properties
We now define security properties with rcspoct
to universally anonymizablc public-kcy encryption
schcmcs.
Note that $m0,$ $m_{1}\in \mathcal{M}[\mathrm{p}k$). Above it is mandated
that $A_{\mathrm{c}\mathrm{c}*}^{2}$ never queries the challenge $C$;
to either $D_{\iota k_{0}}(\cdot)$ or $D_{\iota k_{1}}(\cdot)$ , and it va also man-
dated that $A_{\mathrm{c}\mathrm{c}*}^{2}$ never queries either the anony-
mized ciphertext $\tilde{\mathrm{c}}\in\{\mathcal{U}A_{pk_{0}}(c)\}$ to $DA_{k_{0}}.\langle\cdot$ ) or
$\tilde{c}\in\{\mathcal{U}A_{\mathrm{p}k_{1}}(c)\}$ to $DA_{*k_{1}}(\cdot)$ . For atk $\in\{\mathrm{c}\mathrm{p}\mathrm{a}, \mathrm{c}\mathrm{c}\mathrm{a}\}$ ,
we define the advantage via
$\mathrm{A}\mathrm{d}\mathrm{v}_{\mathcal{U}A\overline{\mathcal{P}}\mathcal{E},A_{\mathrm{t}\mathrm{r}}}^{\mathrm{d}*\mathrm{t}\ \iota \mathrm{t}\mathrm{k}}.(k)=|p_{1}^{\mathrm{d}*\mathrm{t}\cdot \mathrm{S}\cdot*\mathrm{t}\mathrm{k}}-p_{0}^{\mathrm{d}\cdot \mathrm{t}-8-*\mathrm{t}\mathrm{k}}|$
where
$p_{1}^{\mathrm{d}\mathrm{a}\cdot \mathrm{S}- \mathrm{a}\mathrm{t}\mathrm{k}}‘=\mathrm{P}\mathrm{r}[\mathrm{E}\mathrm{x}\mathrm{p}_{\mathcal{U}A\mathcal{P}\mathcal{E},A.u}^{\mathrm{d}\cdot\cdot \mathrm{S}\cdot*\mathrm{t}\mathrm{k}-:}‘(k)=1]$ .
We say that the universdly anonyrnizable public-
key encryption scheme $\mathcal{U}A\mathcal{P}\mathcal{E}$ protides the data-
privacy on standard ciphertexts against the cho-
$sen$ plaintext attack (respectively the adaptive cho-
$sen$ ciphertezt attack) if $\mathrm{A}\mathrm{d}\mathrm{v}_{\mathcal{U}A\mathcal{P}\overline{\mathcal{E}},A_{-\mathrm{p}}}^{\mathrm{d}\cdot \mathrm{t}\cdot \mathrm{S}\mathrm{c}\mathrm{p}}.(k)$ (resp.
$\mathrm{A}\mathrm{d}\mathrm{v}_{\mathcal{U}A\mathcal{P}\overline{\mathcal{E}},A_{C\mathrm{C}}}^{\mathrm{d}*\mathrm{t}\cdot \mathrm{S}\mathrm{c}\mathrm{c}}.(k))$ is negligible for any adversary
A whoae time complem$ty$ is polynomial in $k$ .
In thc abovc experiment, if the challcnge is $c$,
then anyone can compute $\mathcal{U}A_{\mathrm{p}k_{0}}(c)$ . Therefore, in
thc CCA sctting, wc rcstrict the oraclc access to
$\mathrm{D}A$ as described above.
We next describc thc defnition of the dat&privacy
on anonymized ciphertcxts.
Definftion 3 (Data-Privacy on Anonymizod Ci-
phertexts). Let $b\in\{0,1\}$ and $k\in$ N. Let $A_{\mathrm{c}\mathrm{p}*}=$
$(A_{\mathrm{c}\mathrm{p}\mathrm{a}}^{1}, A_{\mathrm{c}\mathrm{p}}^{2}.)$ , Acrca $=(A_{\mathrm{c}\epsilon*}^{1},A_{\mathrm{c}\mathrm{c}*}^{2})$ be adversanes
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that run in two stages and where $A_{\mathrm{c}\mathrm{c}\mathrm{a}}$ has ac-
cess to the oracles $D_{k_{\mathrm{O}}}.(\cdot),$ $D_{*k_{1}}(\cdot),$ $DA_{ek_{0}}(\cdot)$ , and
$DA_{\epsilon k_{1}}(\cdot)$ . For atk $\in\{\mathrm{c}\mathrm{p}\mathrm{a}, \mathrm{c}\mathrm{c}\mathrm{a}\}$, we consider the
following experrment:
$\mathrm{E}\eta \mathrm{e}\mathrm{r}\mathrm{i}\mathrm{n}\mathrm{e}\mathrm{n}\mathrm{t}\mathrm{E}\mathrm{x}\mathrm{p}_{\mathcal{U}Ap\overline{\epsilon},A_{t\mathrm{k}}}^{\mathrm{d}*\mathrm{t}\mathrm{a}\mathrm{A}*\mathrm{t}\mathrm{k}- b}.(k)$
$(pk, sk)arrow \mathcal{K}(k);(m_{0}, m_{1}, \mathrm{s}\mathrm{i})arrow A_{\mathrm{a}\mathrm{t}\mathrm{k}}^{1}(pk)$
$carrow \mathcal{E}_{\mathrm{p}k}(m_{b});darrow uA_{\mathrm{p}k}(c);darrow A_{\iota \mathrm{t}\mathrm{k}}^{2}$ ( $d$ , si)
return $d$
Note that $m_{0},m_{1}\in \mathcal{M}(pk)$ . Above it is mandated
that $A_{\mathrm{c}\mathrm{c}}^{2}$. never queries the challenge $d$ to either
$DA_{\iota k_{\mathrm{O}}}\{\cdot$) or $DA_{ek_{1}}(\cdot)$ . For atk $\in\{\mathrm{c}\mathrm{p}\mathrm{a}, \mathrm{c}\mathrm{c}\mathrm{a}\}$, we
define the advantage Via
$\mathrm{A}\mathrm{d}\mathrm{v}_{\mathcal{U}\dot{A}\mathcal{P}\dot{\mathcal{E}}\dot,A_{1*}}^{\mathrm{d}*\mathrm{t}\mathrm{A}\mathrm{t}\mathrm{k}}.(k)=|p_{1}^{\mathrm{d}*\mathrm{t}\cdot \mathrm{A}-\cdot \mathrm{t}\mathrm{k}}- p_{0}^{\mathrm{d}\cdot\cdot \mathrm{A}-\cdot \mathrm{t}\mathrm{k}}‘|$
where
$p_{1}^{\mathrm{d}*\mathrm{t}\cdot \mathrm{A}-*\mathrm{t}\mathrm{k}}=\mathrm{P}\mathrm{r}[\mathrm{E}\mathrm{x}\mathrm{p}_{\mathcal{U}A\mathcal{P}\overline{\epsilon},A_{\mathrm{t}\mathrm{k}}}^{\mathrm{d}\mathrm{a}\mathrm{t}\mathrm{a}\mathrm{A}\iota \mathrm{k}-:}‘.(k)=1]$.
We say that the universally anonymizable public-
key encryption scheme $\mathcal{U}AP\mathcal{E}$ provides the data-
privacy on anonymized ciphertexts against the cho-
$sen$ plaintext attack (respectively the adaptive cho-
$sen$ ciphertext attack) if $\mathrm{A}\mathrm{d}\mathrm{v}_{u\overline{A}P\mathcal{E},A_{\epsilon \mathrm{p}}}^{\mathrm{d}\mathrm{t}*\mathrm{A}\mathrm{c}\mathrm{p}*}.(k)$ (resp.
$\mathrm{A}\mathrm{d}\mathrm{v}_{\mathcal{U}Ap\overline{\epsilon},A_{\Phi}}^{\mathrm{d}*\mathrm{t}\mathrm{a}\mathrm{A}\mathrm{c}\mathrm{c}*}.(k))$ is negligible for any adversary
A whose time complexity is polynomial in $k$ .
Remark 1. In the $CPA$ setting, if there enists an
algorithm which breaks the data-pnvacy on anony-
mized ciphertexta, then we can break that on stan-
dard ciphertexts by applying the anonymizing algo-
nthm to the standard ciphertexts and passing the
oesulting anonymized ciphertexts to the adversary
which breaks the data-privacy on anonymized $\dot{\alpha}-$
$phe\hslash ext,\epsilon$ . Therefore, in the $CPA$ setting, it is
sufficient that the universally anonymizable public-
key encryption scheme provides the data-privacy of
standard ciphertexts.
On the other hand, in the $CCA$ setting, the data
privacy on standard ciphertexts does not always
imply that on $anonym|zed$ ciphertexta, since the
oracle access of the adversary attacking the data
pnvacy on standard ciphertexts is restncted more
strictly than that on anonymized ciphertexts.
2.2.2 Key-Privacy
We definc the $\mathrm{s}\propto \mathrm{u}\mathrm{r}\mathrm{i}\mathrm{t}\mathrm{y}$ property called key-privacy
of $\mathrm{u}\mathrm{n}\mathrm{i}\mathrm{v}\mathrm{e}\mathrm{r}\mathrm{s}\mathbb{A}\mathrm{y}$ anonymmizable public-key encryption
schemes. If the scheme provides the key-privacy,
thc adversary cannot know under which kcy thc
anonymizcd ciphcrtcxt was created.
Deflnition 4 (Key-Privacy). Let $b\in\{\mathrm{t}1,1\}$ and
$k\in$ N. Let $A_{\mathrm{c}\mathrm{p}*}=(A_{\mathrm{c}\mathrm{p}*}^{1}, A_{\mathrm{c}\mathrm{p}*}^{2}),$ $A_{\mathrm{c}\mathrm{c}*}=(A_{\mathrm{c}\mathrm{c}\mathrm{a}}^{1}, A_{\mathrm{c}\mathrm{c}*}^{2})$
be adversaries that run in two stagea and where
$A_{\mathrm{c}\mathrm{c}}$. has access to the oracles $D_{k_{0}}.(\cdot),$ $D_{k_{1}}.(\cdot)$ ,
$DA_{\iota k_{0}}(\cdot)$ , and $DA_{\iota k_{1}}(\cdot)$ . For atk $\in\{\mathrm{c}\mathrm{p}\mathrm{a}, \mathrm{c}\mathrm{c}\mathrm{a}\}$ , we
consider the following expenment:
Experiment $\mathrm{E}\mathrm{x}\mathrm{p}_{\mathcal{U}A\mathcal{P}\mathcal{E},A_{\mathrm{t}\mathrm{k}}}^{\mathrm{k}\mathrm{o}\mathrm{y}-*\mathrm{t}\mathrm{k}- b}.(k)$
$(pk_{0}, sk_{0})arrow \mathcal{K}(k);(pk_{1,S}k_{1})arrow \mathcal{K}(k)$
( $m_{0},m_{1}$ , si) $arrow A_{\iota \mathrm{t}\mathrm{k}}^{1}(ph,pk_{1});carrow \mathcal{E}_{\mathrm{p}k_{b}}(m_{b})$
$darrow uA_{pk\iota}(c);darrow A_{\mathrm{a}\mathrm{t}\mathrm{k}}^{2}$( $d$ , si); return $d$
Note that $m_{0}\in \mathcal{M}[pb$ ) and $m_{1}\in \mathcal{M}(\mathrm{p}k_{1})$ . Above
it is mandated that $A_{\mathrm{c}\mathrm{c}l}^{2}$ never queries the chal-
lenge $d$ to either $DA_{\iota b}(\cdot)$ or $DA_{\iota k_{1}}\{\cdot$). For atk
$\in\{\mathrm{c}\mathrm{p}\mathrm{a}, \mathrm{c}\mathrm{c}\mathrm{a}\}$, we define the advantage via
$\mathrm{A}\mathrm{d}\mathrm{v}_{\mathcal{U}A\mathcal{P}\mathcal{E},A_{\mathrm{t}\mathrm{k}}}^{\mathrm{k}\mathrm{o}\mathrm{y}\mathrm{a}\mathrm{t}\mathrm{k}}.(k)=|p_{1}^{\mathrm{k}\epsilon \mathrm{y}-\cdot \mathrm{t}\mathrm{k}}-p_{0}^{\mathrm{k}\epsilon \mathrm{y}-\cdot \mathrm{t}\mathrm{k}}|$
$rvh,ere$
$p_{1}^{\mathrm{k}\mathrm{e}\mathrm{y}- \mathrm{a}\mathrm{t}\mathrm{k}}=\mathrm{P}\mathrm{r}[\mathrm{E}\mathrm{x}\mathrm{p}_{\mathcal{U}A\mathcal{P}\mathcal{E},A_{*\mathrm{k}}}^{\mathrm{k}_{\mathrm{G}}\mathrm{y}*\mathrm{k}- l}‘.(k)=1]$.
We $\epsilon ay$ lhat the universally anonymizable public-
key encryption scheme $\mathcal{U}AP\mathcal{E}$ pronides the key-
prgvacy
against the chosen plaintext attack (resp. the adap-
$t||\prime e$ chosen $cipherte\tau t$ attack) if Adv$uA\mathcal{P}\epsilon|_{A_{\epsilon \mathrm{p}}}\mathrm{k}\mathrm{o}\mathrm{y}- \mathrm{c}\mathrm{p}.(k)$
(resp. $\mathrm{A}\mathrm{d}\mathrm{v}_{\mathcal{U}A\mathcal{P}\mathcal{E},A_{\mathrm{c}*}}^{\mathrm{k}\mathrm{o}\mathrm{y}- \mathrm{c}\mathrm{c}*}.(k)$ ) is negligible for any ad-
versary A whose time complexily is polynomid in
$k$ .
Bcllarc, Boldyreva, Dasai, and Pointchcval [1]
proposed a sccurity roquircmcnt of public-kcy cn-
cryption schemes called “key-privacy.” Similar to
thc above dcfinition, it asks that thc cncryption
provides privacy of the key under which the en-
cryption wafl performed. In addition to the prop-
crty of the universal anonymizability, thcrc arc two
differences between their definition and ours.
In [1], they defined the encryption schcmc with
somc common-key which contains the common pa-
ramctcr for all uscrs to obtain the $\mathrm{k}\mathrm{c}\mathrm{y}$-privacy prop$\cdot$
erty. For examplc, in thc discretelog based schemos
such that the ElGamal and thc Cramer-Shoup en-
cryption schcmes, thc common kcy contains a com-
mon group $G$ , and the cncryption is performed
ovcr the common group for all uses.
On the other hand, in our definition, we do not
prepare any common kcy for obtrining thc kcy-
privacy propcrty. In thc $\mathrm{u}\mathrm{n}\mathrm{i}\mathrm{v}\mathrm{e}\mathrm{r}\epsilon \mathrm{f}\mathrm{f}\mathrm{l}\mathrm{y}$ anonymiza-
blc public-key encryption scheme, we can use the
standard encryption scheme which is not necessary
to have the key-privacy propcrty. In addition to
it, anyone can anonymizc the ciphertext by using
its public key whenever shc want to do that, and
thc advcrsary cannot know under which key the
anonymized ciphertext was crcatcd.
Thc definition in [1], they considered the $\epsilon \mathrm{i}\mathrm{t}\mathrm{u}\triangleright$
tion that the messagc spacc was common to each
user. Therefore, in the ercperiment of thcir dcfl-
nition, thc advcrsary chooses only one message $m$
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from the common mcssagc space and rcceives a ci-
phcrtcxt of $m$ cncryptcd with onc of two kcys $pk_{0}$
and $pk_{1}$ .
In our definition, wc do not usc common pa-
rameter and the message spaces for uscrs may be
diffcrent even if thc sccurity paramctcr is fixed. In
fact, in Scctions 3 and 4, wc proposc the encryp-
tion schemes whose mcssagc spaccs for uscrs arc
diffcrcnt. Thcrcforc, in thc cxperimcnt of our dcfi-
nition, thc advcrsary chooses two mcssages $m_{0}$ and
$m_{1}$ whcrc $m_{0}$ and $m_{1}$ are in the message spaccs for
$pk_{0}$ and $pk_{1}$ , respectively, and rcccivcs cither a ci-
phertext of $m_{0}$ encryptcd with $pk_{0}$ or a ciphcrtcxt
of $m_{1}$ encryptcd with $pk_{1}$ . The ability of thc ad-
vcrsary with two messages $m_{0}$ and $m_{1}$ might be
stronger than that with one message $m$ .
Wc say that a univcrsally anonymizable public-
kcy encryption schemeUAPS is CPA-securc (resp.
CCA-sccurc) if thc schemc $uAP\mathcal{E}$ provides the
data-privacy on standard ciphcrtcxts, that on anony-
miz\’e ciphcrtcxts, and thc key-privacy against thc
choscn plaintcxt attack (rosp. thc adaptivc chosen
ciphcrtcxt attack).
3 ElGamal and its Universal Anony-
mizability
In this scction, we proposc a universally anony-
mizable ElGamal cncryption schemc.
3.1 The ElGamal Encryption Scheme
Deflnition 5 (ElGamal). $Th,e$ ElGamal encryp-
tion scheme $P\mathcal{E}^{\mathrm{E}\mathrm{G}}=\langle \mathcal{K}^{\mathrm{E}\mathrm{G}},$ $\mathcal{E}^{\mathrm{E}\mathrm{G}},$ $D^{\mathrm{E}\mathrm{G}}$ ) is as fol-
lows. Note that $Q$ is a $QR$-group generator with a
safe pnme which takes as input a secunty param-
eter $k$ and returns $(q, g)u)h,e\mathrm{r}eq$ is k-bzt prim,$e$,
$p=2q+1$ is pnme, and $g$ is a generator of a
cyclic group $QR_{p}$ (a group of quadratic residues
modulo p) of order$\cdot$ $q$ .
Algorithm $\mathcal{K}^{\mathrm{E}\mathrm{b}}(k)$
$(q, g)arrow Q(k);xarrow \mathrm{Z}_{q};Ryarrow g^{x}$
return $pk=(q, g, y)$ and $sk=(q,g, x)$
$\overline{\mathrm{A}\mathrm{l}\mathrm{g}\mathrm{o}\mathrm{r}\mathrm{i}\mathrm{t}\mathrm{h}\mathrm{m}\mathcal{E}_{pk}^{\mathrm{E}\mathrm{b}}(m)}$
$rarrow \mathrm{Z}_{q};R\mathrm{c}_{1}arrow g^{f};c_{2}arrow m\cdot y^{r}$ ; return $(c_{1}, c_{2})$
$\overline{\mathrm{A}\mathrm{l}\mathrm{g}\mathrm{o}\mathrm{r}i\mathrm{t}\mathrm{h}\mathrm{n}D_{\iota\backslash _{k}}^{\mathrm{E}\backslash }’(c_{1},c_{2})}$
$\underline{marrow c_{2}\cdot c_{1}^{-x};\mathrm{r}\mathrm{e}\mathrm{t}\mathrm{u}\mathrm{r}\mathrm{n}m}$
3.2 Universal Anonymizability of the El-
Gamal Encryption Scheme
We now considcr thc situation that thcrc exists
no common $\mathrm{k}\mathrm{c}\mathrm{y}$, and in the above definition of the
ElGamal encryption schcmc, cach user chooscs an
arbitrary primc $q$ wherc $|q|=k$ and $p=2q+$
$1$ is also prime, and uses a group of quadratic
rcsidues modulo $p$ . Thcrcforc, each uscr $U_{1}$ uses
a different groups $G_{i}$ for hcr cncryption schcmc
and if she publishes thc ciphcrtcxt directly (with-
out anonyInization) then thc schcmc docs not pro-
vidc thc $\mathrm{k}\mathrm{c}\mathrm{y}$-privacy. In fact, the adversary simply
chccks whcthcr thc ciphcrtcxt $y$ is in the group $G,$ ,
and if $y\not\in G$. thcn $y$ was not cncryptcd by $U_{1}$ . To
anonymizc thc standard ciphertext of thc ElGa-
mal encryption schcmc, we consider the following
stratcgy in the anonymizing algorithm: (1) Com-
putc a ciphcrtcxt $c$ ovcr each uscr’s prime-order
group. (2) Encode $c$ to an clcmcnt $\overline{c}\in \mathrm{Z}_{q}$ (thc
encoding function). (3) Expand $\overline{\mathrm{c}}$ to the common
domain (the expanding tcchniquc).
Wc describe the cncoding function and thc cx-
panding technique.
3.2.1 The Encoding Function
Lct $p$ be safe primc ($\mathrm{i}.\mathrm{c}$. $q=(p-1)/2$ is also
prime) and $QR_{p}\subset \mathrm{Z}_{p}$ a group of quadratic residues
modulo $p$ . Thcn wc have $|QR_{p}|=q$ and
$QR_{p}=$ { $1^{2}$ mod $p,$ $2^{2}$ mod $p,$ $\cdots,$ $q^{2}$ mod $p$}.
It is casy to scc that $QR_{p}$ is a cyclic group of ordcr
$q$ , and cach $g\in QR_{\mathrm{p}}\backslash \{1\}$ is a gcncrator of $QR_{\varphi}$ .
Wc now dcfinc a function $F_{q}$ : $QR_{p}arrow \mathrm{Z}_{q}u$
$F_{q}(x)= \min\{\pm x^{arrow^{-1}}$ mod $p\}$ .
Noticing that $\pm x^{*^{-1}}$ mod $p$ arc thc square roots
of $x$ modulo $p$ , thc function $F_{q}$ is bijective and wc
havc $F_{q}^{-1}(y)=y^{2}$ mod $p$ . We call thc function $F_{q}$
an encoding function. We also dcfine a t-encoding
$\int unction\overline{F}_{q,t}$ : $(QR_{p})^{t}arrow(\mathrm{Z}_{q})^{t}.\overline{F}_{q,t}$ takes as input
$(x_{1}, \cdots, x_{t})\in(QR_{p})^{t}$ an$\mathrm{d}$ rcturns $(y_{1}, \cdots, y_{1})\in$
$(\mathrm{Z}_{q})^{t}$ whcrc $y_{1}=F_{q}(\underline{x}_{1})$ for each $i\in\{1, \cdots,t\}$ .
It is easy to sce that $F_{q,t}$ is bijcctive and we can
define $\overline{F}_{q,t}^{-1}$ .
3.2.2 The Expanding Technique
In the cxpanding tcchnique, we expand $\overline{c}\in \mathrm{Z}_{q}$
to thc common domain $\{0,1\}^{k+k_{b}}$ . In particular,
we choosc $tarrow R\{(), 1,2, \cdots, \lfloor(2^{k+k_{b}}-\overline{\mathrm{c}})/q\rfloor\}$ and set
$darrow\overline{c}+tq$ .
Then, for any $q$ whcre $|q|=k$ , if $\overline{C}\dot{\mathrm{k}}\mathrm{B}$ uniformly
chosen from $\mathrm{Z}_{q}$ , thcn thc statistical distance be.
twccn thc distribution of the output $d$ by thc cx-
panding technique and thc uniform distribution
ovcr $\{\mathrm{t}1,1\}^{k+k_{b}}$ is lass than $1/2^{k_{b}-1}$ . In the fol-
lowing, wc definc a sct $\mathrm{M}_{q}^{k+k_{b}}[\overline{c}]$ as
$\mathrm{M}_{q}^{k+k_{h}}[\overline{c}]=\{\mathrm{t}1,1,2, \ldots, \lfloor(2^{k+k_{b}}-\overline{c})/q\rfloor\}$
and sct $k_{b}=16[)$ .
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3.2.3 Our Scheme
We now propose our univcrsally anonymizablc
ElGamal encryption scheme. Our schcmc providos
the $\mathrm{k}\mathrm{c}\mathrm{y}$-privacy against thc choscn plaintext at-
tack even if each user chooscs an arbitrary primc
$q$ whcrc $|q|=k$ and $p=2q+1$ is also primc, and
uses a group of quadratic residucs modulo $p$ .
Deflnition 6. Our universally anonymizable El-
Gamal encryption scheme $UAP\mathcal{E}^{\mathrm{E}\mathrm{G}}=((\mathcal{K}^{\mathrm{E}\mathrm{G}},$ $\mathcal{E}^{\mathrm{E}\mathrm{G}}$ ,
$D^{\mathrm{E}\mathrm{G}}),UA^{\mathrm{E}\mathrm{G}},$ $DA^{\mathrm{E}\mathrm{G}})$ consists of the ElGamal en-
cryption scheme $\mathcal{P}\mathcal{E}^{\mathrm{E}\mathrm{G}}=(\mathcal{K}^{\mathrm{E}\mathrm{G}}, \mathcal{E}^{\mathrm{E}\mathrm{G}}, D^{\mathrm{E}\mathrm{G}})$ and two







$\overline{c}_{1}arrow d_{1}$ mod $q;\overline{c}_{2}arrow 4$ mod $q$
$(c_{1}, c_{2})arrow\overline{F}_{q,2}^{-1}(\overline{c}_{1},\overline{c}_{2});marrow D_{sk}^{\mathrm{E}\mathrm{G}}(c_{1}, c_{2})$
return $m$
Our univcrsally anonymizablc ElGamal encryp-
tion schemc is CPA-sccurc assuming that thc DDH
problcm for $Q$ is hard. (Thc proof is availablc in
the full version [10].)
4 Cramer-Shoup and its Universal
Anonymizability
In this scction, wc proposc a univcrsally anony-
mizable Cramer-Shoup encryption schcme.
4.1 The Cramer-Shoup Encryption Scheme
Before describing thc Cramcr-Shoup cncryption
schemc, wc rcview thc dcfinition of families of hash
functions.
Deflnition 7 (Families ofHash Functions). A fam-
$ily$ of hash functions $\mathcal{H}=(\mathcal{G}\mathcal{H}, \mathcal{E}\mathcal{H})$ is defined by
two algorithms. A probabilistic genemtor algonthm
$\mathcal{G}\mathcal{H}$ takes the $s$ecunty parameter $k$ as input and
$reluf7[] s$ a key K. A determrnrstic evaluation algo-
nthm SH takes the key $K$ and a stnng $M\in\{0,1\}$
and retu$ms$ a $st$ring $\mathcal{E}\mathcal{H}_{K}(M)\in\{0,1\}^{k-1}$ .
We now describc thc Cramcr-Shoup encryption
scheme.
Deflnition 8 (Cramcr-Shoup). The Cramer-Shoup
encryption scheme $\mathcal{P}\mathcal{E}^{\mathrm{C}\mathrm{S}}=(\mathcal{K}^{\mathrm{C}\mathrm{S}},\mathcal{E}^{\mathrm{C}\mathrm{S}}, D^{\mathrm{C}5})$ is de-
fined as follows. Let $\mathcal{H}=(\mathcal{G}\mathcal{H}, \mathcal{E}\mathcal{H})$ be a family of
hash functions. Note $u\iota atQ$ is a $QR$-group gener-
ator with a safe prime.
Algorithm $\mathcal{K}^{\iota \mathrm{s}}(k)$
$(q,g_{1})arrow\overline{\mathcal{G}}(k);g_{2}arrow G_{q};RKarrow \mathcal{G}\mathcal{H}(k)$
$x_{1},$ $x_{2},$ $y_{1},$ $y_{2},$
$zarrow \mathrm{Z}_{q}R$
$carrow \mathit{9}_{1}^{x_{1}}g_{2}^{x_{2}}$ ; $darrow g_{1}^{\mathrm{W}1}g_{2}^{\mathrm{W}2}$ ; $harrow g_{1}^{z}$
return $\mathrm{p}k=(g_{1}, g_{2}, c, d, h, K)$ and
$sk=(x_{1}, x_{2}, y_{1},y_{2}, z)$
$\overline{\mathrm{A}\mathrm{l}\mathrm{g}\mathrm{o}\mathrm{r}\mathrm{i}\mathrm{t}\mathrm{h}\mathrm{m}\mathcal{E}_{\mathrm{p}k}^{\mathrm{C}5}(M)}$
$\mathrm{r}arrow \mathrm{Z}_{q};Ru_{1}arrow g_{1}^{f};u_{2}arrow g_{2}^{r};earrow h^{f}M$
$\alphaarrow \mathcal{E}\mathcal{H}_{K}(u_{1}, \mathrm{u}_{2},e);varrow c^{f}d^{r\alpha}$






4.2 Universal Anonymizability of the Cramer-
Shoup Encryption Scheme
Wc proposc our univcrsally anonymizablc Cramcr-
Shoup encryption scheme. Our scheme provides
thc key-privacy against the adaptive chosen ci-
phertext attack even if cach user chooaes an ar-
bitrary primc $q$ whcrc $|q|=k$ and $p=2q+1$ is
also prime, and uscs a group of quadratic residues
modulo $p$ .
Note that in our scheme we employ the encoding
function and thc cxpanding technique appeared in
Section 3.
Deflnition 9. Our universally anonymizable Cramer-
Shoup $er\iota c\mathrm{r},y$ptio$7l$ scheme $\mathcal{U}A\mathcal{P}\mathcal{E}^{\mathrm{C}\mathrm{S}}=(\langle\kappa^{\mathrm{c}\mathrm{s}},$ ,
$D^{\mathrm{C}\mathrm{S}}),uA^{\mathrm{C}\mathrm{S}},$ $DA^{\mathrm{C}\mathrm{S}})$ consisls of the Cramer-Shoup
encryption scheme $P\mathcal{E}^{\mathrm{C}\mathrm{S}}=(\mathcal{K}^{\mathrm{C}\mathrm{S}}, \mathcal{E}^{\mathrm{C}\mathrm{S}}, D^{\mathrm{C}\mathrm{S}})$ and
two algomthrns descnbed as follows.
$\overline{\mathrm{A}\mathrm{l}\mathrm{g}\mathrm{o}\mathrm{r}\mathrm{i}\mathrm{t}\mathrm{h}\mathrm{m}\mathcal{U}A_{pk}^{\mathrm{L}}’(m)}$
$(\overline{u}_{1},\overline{u}_{2},\overline{e},\overline{v})arrow\overline{F}_{q,4}(u\iota,u_{2}, e,v)$






$\overline{u}_{1}arrow u_{1}’$ mod $q;\overline{u}_{2}arrow u_{2}’$ mod $q$
$\overline{e}arrow e’$ mod $q;\overline{v}arrow v’$ mod $q$
$(u_{1}, u_{2},e,v)arrow\overline{F}_{q,4}^{-1}(\overline{u}_{1},\overline{u}_{2},\overline{e},\overline{v})$
$marrow D_{k}^{\mathrm{C}\mathrm{S}}(\mathrm{u}_{1},u_{2},e,v)$ ; rreettuurmn $m$
Our univcrsally anonymizable Crarncr-Shoup en-
cryption schcmc is CCA-secure $\mathrm{a}\mathrm{L}\mathrm{q}\mathrm{s}\mathrm{u}\mathrm{m}\mathrm{i}\mathrm{n}\mathrm{g}$ that thc
DDH problcm for 2 is hard and $\mathcal{H}$ is universal
one-way. (Thc proof is available in the full ver-
sion [10].)
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5 $\mathrm{R}S$A-OAEP and its Universal
Anonymizability
In this section, we propose a universally anony-
mizablc RSA-OAEP scheme.
5.1 RSA-OAEP
Deflnition 10 (RSA-OAEP). $RSA$ -OAEP $\mathcal{P}\mathcal{E}^{\mathrm{R}\mathrm{O}}=$
$(\mathcal{K}^{\mathrm{R}O}, \mathcal{E}^{\mathrm{R}\mathrm{O}}, D^{\mathrm{R}\mathrm{O}})$ is as follows. Let $k,$ $h$ and $k_{1}$ be
security pammeters such that $k_{0}+k_{1}<k$ . This de-
fines an associated plaintext-length $n=k-b-k_{1}$ .
The key generation algorithm $\mathcal{K}^{\mathrm{R}\mathrm{O}}$ takea as in-
put a security pammeter $k$ and runs the key gen-
emtion algorithm of RSA to get $N,$ $e,$ $d$ . It out-
puts the public key $pk=(N, e)an,d$ the secret
key $sk=d$. The other algorithms are depicted
below. Let $G$ : $\{0,1\}^{k_{\mathrm{O}}}arrow\{0,1\}^{n+k_{1}}$ and $H$ :
$\{0,1\}^{n+k_{1}}arrow\{0,1\}^{k_{\mathrm{O}}}$ be hash functions. Note that
$[x]^{\ell}$ denotes the $\ell$ most significant bits of $x$ , and




$carrow(\epsilon||t)^{\mathrm{e}}$ mod $N$ ; return $c$
$\overline{\mathrm{A}\mathrm{A}11\mathrm{g}\mathrm{o}\mathrm{r}\mathrm{i}\mathrm{t}\mathrm{h}\mathrm{n}D_{\iota k}^{\mathrm{R}\mathrm{U}}\langle c)}$
$sarrow[\mathrm{c}^{d}$ mod $N]^{n+k_{1}}$ ; $tarrow[c^{d}$ mod $N]_{k_{0}}$
$rarrow t\oplus H(\epsilon)$
$marrow[\epsilon\oplus G(r)]^{n};parrow[\epsilon\oplus G(r)]_{k_{1}}$
if $(p=0^{k_{1}})zarrow m$ else $zarrow\perp$
return $z$
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5.2 Universal Anonymixability ofRSA-OAEP
To anonymizc ciphcrtcxts of RSA-OAEP, wc do
not have to employ thc encoding function and we
only usc thc expanding technique.
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$D^{\mathrm{R}\mathrm{O}})$ and two algorithms described as follows.
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$\mathrm{c}arrow d$ mod $N;zarrow \mathcal{D}_{*k}^{\mathrm{R}\mathrm{O}}(\mathrm{c})$; return $z$
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